~2015 2016 2017 2018 2019 2020 2022 2023 2024 2025 Cvber Intelli G
i BABYLOCKERKZ : It has been poinied out it s s a variant of the MEDUSALOCKER. |~~~/ 7777777777717 e gy T gt Created by Lyber intelligence sroup
Y I oo oo e e B ‘ _3

RANSOMWARE BLOG : The presence of a link on the

Confirmed cooperative activities with OSINT Corp.

E MEDUSALOCKER negotiation site indicates a potential connection. o .y
0 O An0 ' The actors are reportedly similar within those ransomware. / \
A HIStory of ransomware group connections and transitions : Their leak site is similar to BLACKMATTER's leak site. —O _—_———
; > PANDORAT - -- |CATB (CATB99 / BAXTOY) | Rebrand Relationship
MBSD RANSOMWARE MAP Rev.2.21 [MEDUSALOCKERY Q : O ;- |ROOK Q
L L MEDUSALOCKER [----x----- m THUNDER X RANZY B S .~ ~ " XO001XS CATB (CATB99 / BAXTOY) : Ransom notes are similar and relevance of the groups are pointed out.
AKO : Relationship between AKO and MEDUSALOCKER is X001XS : Itis pointed out that the content of the I BTN (e e L 461 4 S STF T e e Confirmed Exposure Activities* (incl. base prep.)
T h IS C h d rt S h OWS t h e connec t 1ons b e t ween t h e m aJ or poiitediofiizometimes{uAANOeve gparoench E : . 'postlngs onlinplieakisiielisvery/Simiianio RGO this. It has been pointed out that there are similarities with those ransomware. * - Leak site is online in last 2 weeks
ransomware attack groups (*1) confirmed around the ook : 1 o e R T ; N Of RPOK.
. . * Itis pointed out they use 's code. ! . .
world, from multiple perspectives centered on ; L INGHTSKT CHEERST O Has leak site
"rebranding" (*2) : — @ utilize hacker forums
. CHEERS : The method of posting the name of the victim organization in E E . Utilize Teleg g
B This reveals the background of many ransomware hidden letters on the leak site is similar. o @ Not confirmed ransomware activity
attack groups having some connections with each : TR R PRI i e e e T QO Exposure-only (No encryption) cases exist
other. The influence of CONTI , BABUK source code RANSOMHOUSE : At the same timing, same victims were posted on both leak sites. E E E CHEERS : It is pointed out that the CHEERSCRYPT ransomware was developed based on BABUK's code. / ‘)
| ea ka g e r g rou p b rea k u p / t a k (<] d own 7 (] tC . I ea d S t (0] t h e \E i i I In June 2021, the builder leaked the information to VirusTotal, and in September of the same year, the source code was leaked on a hacker forum. In January 2025, a new leak site No Exposure Activities (o r not confirm ed)

'
'
' appeared along with claims of a resumption of activities. If true, this would be the first time in about three and a half years that the group has resumed its exposure activities, but the
'

— emergence Of Other new grOUps- On the Other handr E 1o majority of the organizations listed overlap with the information on the victim organizations of another group, and there are also indications that this may be a fake.
in some ¢ i : s - Others
o] ases, such as NIGHT $|§Y, the image of an : -3
attacker who belongs to a specific country emerges VASA LOCKER : O ShadowSyndigate (Relationshi
. . _—.9 ® adowSyndiga e_( elationship appears across
from the connection with groups around. (BABY) I@Q )-) multiple groups, including possibility of IAB,

affiliates, and others)

| . ‘- iy s . ' BABUK [ T O\ ; Five Families (consists of ThreatSec, GhostSec,
C From the S|m|Iar|ty of afflllates, it is pOSSIble that the I N ¢~ S o0 oo e one o s o EEEEC 0 0n |H0 CEe e 0 E0ER 0 0 E000000000a00S -----) : A Stormous, Bla(ckforums, and SiegedSec)
absolute number of attackers may be smaller than WHITERABBIT : It is pointed out that this group used the leaked BABUK. _ —)'GROOVEF ---- RAMP : A Commonly used as a Precursor Malware (QBOT)
enera | | repo rted 0 0 DAIXIN, NOKOYAWA, RA GROUP : It is pointed out that they used leaked BABUK’s code. ' ) ) i
g Y p . : RAMP : It is pointed out that it is operated by the administrator of GROOVE. (Other; BABUK2023 (XVGV), CYLANGE, DATAF, LOCK4, MICHAELKORS, RTM, etc.) L A It is pointed out that there are common affiliates

Possibly ran by BLACKMATTER affiliates.

\ across groups (Wazawaka and others) /

=== (*1) Selected double extortion groups, related groups,

It is pointed out attackers behind HIVE and NOKOYAWA are related each

JUMPY PISCES JUMPY PISCES (STONEFLY) : The relationship is pointed out due to changes in tactics such as TTP.
;

other. PLAY may be ran by the same attackers due to similar attack methods.

and hot topic groups. e ‘;“nﬁfhi';{f;‘;ir”v‘iﬁ :fe1?;5';‘fs;:z,zem?;ﬁ':;if;g%;:::?rhese | DRSS "\ SEXI : Ithas been pointed out that the leaked BABUK code was used. CRYPT GHOULS : It has been pointed ot that the leaked BABUK code was used. 7 Lo
(*2) ThIS chart iS Created by MBSD'S own research groups are considered as a rebranded group due to code similarities. : . - SRS - : .
and information pub“shed by \ ' : : ASTRO (ASTRA) : Possibly a fork of BABUK. ' ' : :
3 A E : L DAGON : Code similarities with MOUNT LOCKER E E MORLOCK : The two groups have a lot of overlap in the tools and techniques. , E
») various security vendors around the world. : | |ASTRO (ASTRA)C[) |XINGTEAMC[) and QUANTUM have been pointed out. : — / P
i . e [bAGon] e T ! [sExt =3[ APTINC
REfe rences : httpS//WWWmbSde/researCh/2023020 1/Whltepaper/ ® . _____________: E CRYPT GHOULS : It has been pointed out that the leaked LOCKBIT code was used.
3 QUANTUM :

Leak site exists, but no exposure activity has been confirmed at this moment.

At the same timing, some of the same victims by SNATCH were posted on the leak site. It is
pointed out that Farnetwork, which is suspected to be related to JSWORM, is behind the scene.

(Alias : FIDDING SCORPIUS)

----------------------------------------------------- \1 NOKOYA\;V’A?- -1NEVAD’\?

PLAY : There are also claims that LOCKBIT is supporting the operation, but the relationship is unknown.

It has been pointed out that CONTI is collaborating with affiliates of HELLO KITTY, HIVE,

HIVE : At the same timing, same victims were posted on both

and some says it is a rebranded group.

leak sites. But HIVE denied any connection to CONTI.

'
,
BLACKCAT, AVOSLOCKER, and BABUK attack groups, by outsourcing some of its tasks. H
'

Takedown in January 2023.In Nov., arrested attackers who used

&=
'
'
KARMA is said to have started from JSWORM, and evolved through| NEMTY, NEFILIM, OFFWHITE, ® ® !
TELEGRAM, FUSION, MILIHPEN, and GANGBANG ransomware. JSWORM h NEMTY NEFILIM L
'
'
'
'
'
-

CONTI : While it is generally recognized as a rebrand of RYUK, some researchers consider | 5 T emmmm oo oo oo e e e mmmm—mm-o--------

I

i

NEVADA : It is pointed out that 1
NOKOYAWA : |t is similar to KARMA, a variant of RUST-based NOKOYAWA subspecies. D

1

1

1

i

""" - LOCKERGOGA, MEGACORTEX, and DHARMA in addition to HIVE. H

L

it is a separate organization belonging to the same parent group.

Claims to focus on data theft rather than encryption as the main objective.

(Involvement : STORM-0501)

Sold on hacker forums since 2017. Multiple variants exist. (Involvement : STORM-0501)
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Dgpad D i RANSOMHOUSE : At the same | C , : 5 N ; TR
______________ 00 ' ' - imi icti i HUNTERS INTERNATIONAL : The attack t t f HIVE !
F RYUK |' CONTI E o E : 0 i, S e e : ] DONUT : At the same timing, same victims were posted on both leak sites. : ; bel::ause ; TeRnA ccgje similarit?ez ?)‘l:lt 3]";’;2;:;(;” ed out rebranding of ransomware P E
A . . Pt ' 1 posted on both leak sites. ' ' 0 ' b 2 0 g f
RYUK : Itis pointed out that it was created based on the HERMES's code. (Involvement : GRIM SPIDER) bopad ' ! T e e L DONUT 0 c 0o '
' ' H Ll 1 1 ' 0
TR DRAGONFORCE : It has been pointed out ' D ' Possibility of an initial access broker with links to ransomware groups. 0 ' H T !
o i N ] ' i 0 ! g 1 '
0 opos that the leaked CONTI code was used. ! i 0 : i . L
e | e S e i — DRAGONFORGE~ I
. CoOa T \ 0 1 i | Lo .
(Involvement : DEV-0230. DEV-0193 (WIZARD SPYDER) etc.) D e H ! ' ' g B0 og ' [ '
H Vo g A 00D ' Alias : SLIPPERY SCORPIUS 0 '
— 5 R i 0 ' LAPSUSS$ : This group promotes H o5 9 o (Alias ) : E !
: EEEE o e S ﬂ RANSOMHOUSE on Telegram. : I 1
4 - ' S | _[~ 0 ' [ ! 1 ' !
] P WHITERABBIT T ) oo
' 00000 . : ; Extortion group with confirmed ties to ransomware attack groups. ' ! N ' 5o '
anE c ] 55048 WHITERABBIT, MARIO : Cooperation with ! 1 1 il | DRAGONFORCE : Alleged to h d the leaked LOCKBIT BLACK d o8 f
WV Additional Information : P BIANLIAN was confirmed in ransomware attacks. RANSOMHOUSE : A case has been confirmed in which the URL of RANSOMHOUSE S B ONFORCE : Alleged to have repurposed the leaked LO yource code. v
G H 0 006 was included in a threatening letter created by WHITERABBIT. ' D ! ' ] 0 ! 5 0
0 ERER (Involvement : FIN8) i nopo | -
The CONTI source code was leaked around March 2022. The : P MONTI : MONTI posted DONUT LEAKS credentials on the leak site. T A o5t
. ' b 8ofd MONTI : May have used leaked CONTI source code or binaries. ' ' T ! I C
following attack groups were alleged to have repurposed ' P ‘) T S o
' e e e et | EEEEEERTEFETS D p o ' ] '
the source code. 0 5000 It is pointed out that the presence of a common developer with BABUK. , E ] oo E b0
* denotes groups without leak sites. D i E ' NB65 : Conrmed this ransomware was built from the leaked CONTI source code. H 0o o 1 ' ' !
i (] ] 1 1 i i i
. e e e S NB6s| A e
I e AKIRA e MONTI I OO - . o0 ! o !
: - SILENT RANSOM GROUP : It is pointed out that some CONTI attackers launched it as a new group. ' 50 0 g C :
o BLUESKY (%) o NB65 () : b I -
: T |SILENT RANSOM GROUP | S P
3 ] ] ' ' ' ' '
* LOCKBIT GREEN * PUTIN TEAM D 1 1 N\ HELLO KITTY (FIVE HANDS) : It is pointed out that affiliates have relationships. i ik E ‘ : '
e MEOW e SCARECROW (*) H 0o They do not use ransomware. However, it is reported i E ! H H E : 0
H ! . YANLUOWANG : Possibly some IAB (Initial Access Broker) are the same. that they collaborate with other ransomware groups. ; o0 0 ' T '
» DRAGONFORCE : N \ A v
' O ! o ! C h
: Vo b1 h [ b
D 0o Prior to developing its own ransomware, it was YANLUOWANG f------ il | (L P U 5 | R e e e e o 3 S S ! v o @ non 0
' O reportedly using BABUK's Linux locker. (Involvement : DEV-0537) ] (R RO
: i :  DEV- I P
D 0o Reuse of DEATHRANSOM and ABYSS is pointed out. D P gl @ 0§ ;
0 - An individual believed to be the developer released c i i 0 ' poL !
There are multiple variants deployed as RaaS. 0 E E the source code on a hacker forum in Oct. 2023. E\YANLUOWANG : Itis pointed out that there is a relationship with affiliates. E ' E ! E ' E
— | h '
: B N I i 3 HELLO (;oo|<||5o P
' ! H 1 T N ' 1
RECT : e CGIeRRt e HELLO KITTY (FIVE HANDS) Lol a o e -3
i ' ' " H KRAKEN : According to the leak site, KRAKEN seems to have a relationship with HELLO KITTY.
i B 0 [ 0
. ZEPPELIN |---4-%:- 1 RHYSIDA : Some researchers pointed out similarities with VICE SOCIETY g 0 0
/ B ' ' i in TTP and attack industries. And some says it is a rebranded group. g g 0
Ll ' 1 l
: . . . ! . ] Y e e et M N B B B0 AR oo JREVSIDA”
I FERRECINLIAmong]variants Joutstapdingdamagesihavelbeenicolfiiod ' : ! VICE SOCIETY : The use of HELLO KITTY and ZEPPELIN ransomware has /' v P
] 0 | been pointed out. ' ' \ VICE SOCIETY : It is pointed out that they used variant of the REDALERT ransomware. [ f o .
| ! I h
: ] : o - g ¢ WV Additional Information
0 ' ' There are also confirmed cases of extortion without using ransomware. / H [
! 1 - = e e e -| REDALERT (N13V) I J
] ; : VICE SOCIETY I .
: i : G POLYVICE| | : The LOCKBIT BLACK builder was leaked around September 2022.
|
— ' ' ' ' E 7 ! g ' .
; : : : (Involvement : DEV-0832) its considared 1o bs VIGE SEBIETY's Givn ransCE iEi S Hlbe ; I The} following attack groups were alleged to have repurposed the
' ! , ORCA : Known as a variant of ZEPPELIN. ' relationship with codes such as CHILY and SUNNYDAY is pointed out. T builder.
' 0 ' 0 g g o
Tcoocoood 3 ' foliocd % denotes groups without leak sites.
\ i
|
h
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BanponD | ZEON : Generates a ransom note very similar to CONTI. ROYAL : A connection between members of ROYAL and CONTI has been suggested. ! e 0 e BLOODY (BLOODY) e MORLOCK (3)
T zEoN—{ro BLAcksurT” '
J R : ZEON ROYAL Re==topremmmeeeeeeeey 5 « BUHTI (%k) « SCHOOLBOYS (%)
Ugog [ ' ' [ b ' 0
o0 (BT ' ' noa '
D0og0o ' (Involvement : DEV-0569) [ H : ° .
i E ol/8 B 1 THREEAM (3AM) : Relationship with CONTI and ROYAL suggested based on infrastructure and TTP overlap. ] g0 ' E : CRYPTEB WEREWOLVES
E T SRS S SRS D e e e SN R SN I e . ' ‘
! E 5 H o0 VICESOCIETY : It is pointed out the use of BLACKCAT ransomware. .E ROYAL : There is information that it was using BLACKCAT's tools ' -E E H , i CICADA3301 : Technical similarities h b inted H * DRAGONFORCE * HELLDOWN
g, . before using its own encryption tool. ] ion 0 ' : 3301 : Technical similarities have been pointed out 0
RO ! / ' oo H C 1 between its ransomware and ALPHV (BLACKCAT). , e DARKRACE e CRYPT GHOULS (%)
Vo [ < L i 0 0
e AT ' | ! ALPHV (BLACKCAT) : It is pointed out the possibility that : Ol i ' / :
5ol : 1! CONTIused BLACKCAT ransomware as one of the attacks. " T L e e e e e e e e bolbe B S booo Lo connd -) : o e NULLBULGE e APTINC (*)
A s ALPHV (BLACKCAT) T TRt T T RS F-- NITROGEN
P NITROGEN : It has been pointed out that the ALPHV was used in part of the attack. R o8 : _) * SEXI (%) * NONAME
Lyt oo =TI L ' L Lccqeccccccccccccancana-
00pgo On December 19, 2023, the web site was seized (announced by the FBIthe next /| 0 E- H ' i ALPHV (BLACKCAT) : ALPHV affiiates published and i * BRAINCIPHER e DEATHGRIP
Do 5 0 day), but immediately after, ALPHV (BLACKCAT) restored the seized screen and LOCKBIT3.0 : Some members claim to have purchased | [ ' 0 : e P : > i ' A R
K Pl E H continued activities. In early March 2024, the site again changed to a seized ! (Involvement : NOBERUS, STORM-0501) \the source code from BLACKCAT and BLACKMATTER. E I E D shoIdA\C(’;‘.tm?rgim_zatlon |rr11foqun/1e'1\:|on &ﬁwgl:s'ykpo-smd on ' b E GD LOCKERSEC : The structure of the leak site is similar to RANSOMHUB. e SAFEPAY
Pl screen, but it is highly likely to have been staged, after which they disappeared. 1 | g0 : : ' the eak site on the SOMHUB leak site. b R
oo toao N ' [ ' 0 g H 0 ' 0
vyt 0 ! [ ' ' 1 i ' ' '
g 08 0 , E ALPHV (BLACKCAT) : It is confirmed the possibility of overlapping afliates and the use of 1 o 0 E : | ALPHV (BLACKCAT), QILIN, and RANSOMHUB : The presence of g0 H 0 E E
B000; ] the same original data leakage tool. Pointed out that LOCKBIT and others are rebrands. : b0 ' H | a common affiliate (SCATTERED SPIDER) behind them was noted. b0 ' g0 C
0o0g 0o ' [ U ' 1y ' 1
1 L ' ' 1 1 1
: iy : c ' Al ' g THREEAM (3AM) : Relationship with CONTI and ROYAL g B0 L
— 0 0 H i ' ‘) ! I H ) ' suggested based on infrastructure and TTP overlap. 5 0 d H ; '
H Uy TN T T T T T T T T T T T T T T T T T T T T T T T T T T T i 'l ' o ' ' 0 3 ' ' '
' E g 0 BLACKBASTA : Similar to CONTI's payment site and leak site. ! D E a0 ; v Vo E b 0
00 5 0 O ' ! e rofpeeEeeg RANSOMHUB : Overlaps with the source code of Vo L & '
L DARKSIDE o3 gD ] KNIGHT3.0 ransomware sold on hacker forums identified. S . C
. oo Relationship with REVIL is pointed out ! : ' ' 0 ' 5 @ H HE '
I i due to similarity of the ransomware. o H ' H P 0 ' H H
i S i TR O wesx@y
L b i 0 o ¥ Pl OMEGA oo2p.y  LILITH 2022- Y
"y 1 0 1 5 . - [ 1 g -
nhnt THREEAM (3AM) : Confirmed usage after LOCKBIT exploit failure. Afiliates maybe belong both. - N WEREWOLVESiJSoonlafteWEREWORVES|appeared;jthey|posted\victims P 5§ f (OMEGA) LIZARD 2015-0
vt Y o ' N ' overlapping with LOCKBIT and QILIN, hinting some connections. p o3 ' n U C 2023LOCK 2024 -T LOCK4 2023-C
REE: ©o0 0 Vo h oo B i R
e o T R o 54BB47H
- . T
R e R e e e e G EEEEEL AVOSLOCKER BLACKMATTER : There are technical similarities in those ransomware. /' | [ [ 0 [ H R LOCKBIT _
il AVOSLOCKER| / P P (==~ QILIN (AGENDAY “- - - < - e P P (SABBATH) 2021-U- - sep) go19-P
b AVOSLOCKER : It is pointed out that there are relationship within affliates. o0 FI I i ;o . 8BASE 2022-P || OCKBIT2.0
E il ook E : 1 E ;4 I h ABYSS 2023 - X (LOCKBIT RED) 2021-P
o o ' o . R AKIRA 2023-S | OCKBIT3.0
I R S S S 5 5o o C Do = 0o = SO CC Do) oSS oo DS Cooo=Cooo=Sooc—oSScoo-ScSoscoooscooossoScoisscsossssssscsosssssssss=c 35590 ' ' . ' 8 o ' . 2022 - M
i PR R R WEREWOLVES . 1§ P AKO 2020-A  (LOCKBIT BLACK / GREEN)
o LOCKBIT : They diverted CONTI to LOCKBIT GREEN. . _ I Alleged to use LOCKBIT BLACK ih attacks. 1o . ALPHA 2023.V  LOCKBIT4.0
o g SCHOOLBOYS : Itis reportedly used the leaked LOCKBIT3.0 ransomware builder. Bl oo T-- - MORLOCK |} SEXI : It has been pointed out that the leaked LOCKBIT code was used. (MYDATA) (LOCKBIT BLACK / GREEN) 2024-M
v MORLOCK : Alleged to attack Russian companies using LOCKBIT BLACK and BABUK. H YV
] ALPHV 2021 LOCKDATA 2022-Q
08 They are possibly asamegroup. N\ B AT TTTTTTT oo T mm oo ooosoomsomsooos-oms-ooo-o------ poeskesssssaonnos ! (BLACKCAT) 021l =d GO A
L I QCHONNDIROVYR Lo ! . B
M - TOMMYLEAKS : Conversation with the victims points out a relationship with KARAKURT, and it is believed to be a branch of CONTI. SCHOOLBOYS i L ] ' H ) A0S SHCUIRNN A =X LOCKFILE 2021 -A
i Leak site went down in mid-February 2024; around the 0 i APT INC 2024 -D
- QO \ same time, the KNIGHT3.0 ransomware source code 1 ] APT73 LOKILOCKER 2021-T
e N b bR B KARAKURT ------------------m-mmooiommm oo TOMMYLEAKS A AQ was sold and purchased on a hacker forum. ¢ N N ) w . (ERALEIG) 2024-O  LORENZ 2021-V
H KARAKURT : It is said to be an extortion group when CONTI failed to encrypt. ' EEEREEEEE ‘|CYCLOPS KNIGHT [ . ----i-----------_.._..}) 1\ NONAME (COSMICBEETLE) : Itis pointed out thatitis possible that it is also active as LOSTTRUST 2023-U
! ' '\ an affiliate of RANSOMHUB, although it has been using SCRANSOM ransomware in the past. ARCANE 2021-U LU GIE R T %
;i 0 CYCLOPS : ltis pointed out similarities with BABUK and LOCKBIT. Q .. ARCUS MEDIA 2024 - P N T = =
0 DIAVOL : Possibly using common infrastructure with KARAKURT. /E L (TR e e T T T T R W I NONAME ------==------- SCRANSOM ARGONAUTS 2024 -Y 0% 2024 . W
. 1 (Involvement : STORM-0501, DEV-0193 (WIZARD SPYDER) etc.) ' In late February 2024, part of their servers were seized by law enforcement (Alias : COSMICBEETLE) ARVINCLUB 2019-Y -
H ! in Operation Cronos, but activities resumed within days. In May 2024, the . ) ) T ) N o ASTRO MACAW LOCKER 2021-Q
B e e T T T DIAVOL ! alleged mastermind was indicted by law enforcement NONAME (COSMICBEETLE) : Relationship suggested based on similarities in leak sites and overlapping victim organizations. It may be an ASTRA 2021 -D MAD LIBERATOR 2024 - Y
\ 0 - impersonation. It is pointed out the leaked LOCKBIT code was appropriated. (Leak site discovered, but appearance may date back to 2019.) fATOMSI)LO T A MADCAT 2023 - Y
DIAVOL : Similarities to CONTI have been observed. . SAFEPAY : It has been pointed out that the leaked LOCKBIT code has been misappropriated. AVADDON 5 . MAILTO 2019 -V
' 020 - W
R RN s e T T T T AVOSLOCKER 2021 - L MALAS 2023 - X
N T e P TR e 1 HELL DOWN : It has been pointed out that the leaked LOCKBIT code was used. ®) AXXES 2022 - W MALEKTEAM 2023 - X
: |
A A out based on TTP and technical similarities. e R T T T T T HELLDOWN gizBﬁglécK Hip) = ?/;;:IE{LGO(;() 2021 -T
I: > I: o . ' R _— ; 2022 - P
PWNDLOCKER } - PROLOCK [-----<=-------- ' E ! HELLDOWN : Some kind of relationship is suggested due to the similarity of the codes. /E DONEX : Some researchers consider it as a rebrand of DARKRACE. (BRAOBTJ?(CHACH) o1 .G MARIO 2021 - g
i y 0 ' 1- MAZE 2019 -
[ . ) ) ) ) ' O . O
[ h First appeared in October 2022, followed by 2.0 in November.While L L _ F-----' ___ / __________ BABUK2023 MBC 2021 -Y
CHACHA 0o b they claimed data theft, no leak site is confirrmed. b | ) DARKRACE DONEX (XVGV) 2022-C MEDUSA 5002 - A
b 1 i+ \DARKRACE : It has been pointed out that leaked the LOCKBIT code was used. U 022 -
oot 1 i b - " sl N ) BABYDUCK 2021-Z  MEDUSALOCKER 2019-A
T L [ S (P = v jority of the organizations listed were duplicates of those listed in the past -
' . i B
! HARDBIT QO 'he majority g P > / P y BABYLOCKERKZ 2023 -A MEGACORTEX 2019-7
MAZﬁQ g EGREGO?? _ ! - — 0L RADAR F R == s e e e e e DISPOSSESSOR - LOCKBIT and other groups. In August 2024, the leak site was seized by law enforcement. BASHE 2024 -0 MEGAZORD 2003 - S
oo HARDBIT : Ransom notes and logo are similar, but the relationship is unknown. " BIANLIAN 2021 - B
It is believed to be the first ransomware group to employ double extortion. o H SEKH MET ' HARDBIT commented in the interview that they used LOCKBIT's ransom note. : : RADAR : Some researchers consider that RADAR and DISPOSSESSOR E1G HEAD 50537 MEOW 2022 -8
It can be seen that attack groups with leak sites began to emerge starting with MAZE. il I O = Y b are two separate groups that cooperate with each other. METAENCRYPTOR 2023 -U
10 & o BITPAYMER 2017-Q  \ICHAELKORS 2023-C
i g Rl R LI B SISl < — s smscimm = o = = = ’() BLOODY MIDA 2021 -W
O Leak site was taken down on Oct. 19, 2023. Multiple countries cooperated and dismantled the group. o 5 EGREGOR : It is considered as a variant of SEKHMET. ' T - N NS, APT73 (ERALEIG ﬁ-) (BLOODY) 220 MILIHiEN 2216 E
[ { . ) . -
Vo BLOODY (BLOODY) F--- ' - Although they claim to be hacktivists, they have been
. . . a8 A person claiming to be the developer of these | ( ) ! accused of using leaked LOCKBIT code for financial gain. @) BL4CKTOR 2021 -Y MINDWARE 2022 -Y
i sl Lol oo Cobepael P GBI S8 S O IR AT VSIS 10 three, released a master key for decryption. BLOODY (BLOODY) : Itis pointed out that they used the leaked ; RED RANSOMWARE GROUP g‘i’fg;;&?/\ « MOGILEVICH 2024 -7
3 s s 3 s , etc. iy LOCKBIT 3.0 ransomware builder first in an actual attack. /[« 0 ol 2022 - -
00 o - : ) NULLBULGE (RED CRYPTOAPP) Similarities in ransom notes with MAZE ransomware pointed out. BLACKBIT 2022 -T RMOLSHA 2=z
s ) e ea] o s T ) i) el e e Voo Similarities between the leak site and ransom note with BLACKBYTE 2021 -8 MONEY MESSAGE 2023 - X
N b R N -
s 0N hacker forums, etc., and the source code was sold in 2020. : i Zt/-\eNvfeg’\g:?e%S; T;svpeor:?;?: e?r:g;w:n Py 02, e [T CRYPTBB : Diversion of LOCKBIT3.0 (LOCKBIT BLACK) is pointed out. Each leak site resembles LOCKBIT, but the relationship is unclear. BLACKDOLPHIN 2023-Y MONTI 2022-G
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